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E Safety Policy
Updated July 2016 by
Caroline Harding-Jack
Review date July 2017
Introduction
Thomas Telford School recognises the benefits and opportunities which new technologies offer to
teaching and learning. We provide internet access to all learners and staff and encourage the use of
technologies in order to enhance skills, promote achievement and enable lifelong learning.
However, the accessibility and global nature of the internet and different technologies available mean
that we are also aware of potential risks and challenges associated with such use. Our approach is to
implement appropriate safeguards within the School while supporting staff and learners to identify
and manage risks independently and with confidence.
We believe this can be achieved through a combination of security measures, training, guidance and
implementation of our policies. In furtherance of our duty to safeguard learners and the Every Child
Matters agenda, we will do all that we can to make our learners and staff stay e-safe and to satisfy our
wider duty of care. This E-Safety policy should be read alongside other relevant School
policies/guidance which can be found on the website:














Safeguarding/Child Protection Policy (Updated March 2016)
IT Acceptable Use Policy (Updated July 2016)
Grievance Policy (Updated July 2016)
Complaints Procedure (Updated July 2016)
Mobile Telephone Policy (students) (Updated July 2016)
Staff Use of Communications Systems (Updated July 2016)
Help at Home Policy (Updated July 2016)
Parents’ Guide to the Internet (Updated July 2016)
Behaviour/Anti Bullying Policy (Updated July 2016)
Equal Opportunities (Updated July 2016)
Logging into the Parent and Student Information System
E Safety Information document – are you internet smart?
Keeping Young People Safe

Monitoring and Review
The impact of the policy will be monitored regularly with a full review being carried out yearly or
earlier, dependent on particular national issues or internal issues that may be raised which impact on
our use of e safety.
This E-Safety policy was approved by the July 2014
Governors and Parents Advisory Council:
The implementation of this E-Safety policy will Rob Cullen – IT Director
be monitored by:
Caroline Harding-Jack – Safeguarding Officer
Ian Rawlings – E-Safety Officer
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Sir Kevin Satchwell - Headmaster
The Governing Body will receive updates of the Half Yearly
implementation of E-Safety at regular intervals:
The E-Safety policy will be reviewed annually, or July 2016
more frequently in the light of any significant
developments in the use of technologies, new
threats to E-Safety or incidents that have taken
place.
Should serious E-Safety incidents take place, the Rob Cullen – IT Director
following persons should be informed:
Caroline Harding-Jack – Safeguarding Officer
Ian Rawlings – E-Safety Officer
Sir Kevin Satchwell - Headmaster
The School will monitor the impact of the policy using:



Logs of reported incidents
Internal monitoring of network activity

Policy
The policy applies to all users/all students and staff/all members of the School community who have
access to the School IT systems, both on the premises and remotely.
Any user of School IT systems must adhere to the E-Safety Rules and the Acceptable Use Agreement.
The E-Safety Policy applies to all use of the internet and forms of electronic communication such as
email, mobile phones and social media sites.
Roles and Responsibility
Concern:
Safeguarding
IT or equipment
E-Safety

Report to:
Caroline Harding-Jack
Sir Kevin Satchwell
Rob Cullen
Ian Rawlings

There are clear lines of responsibility for E-Safety within the School. The first points of contact for
Staff should be Rob Cullen (RC) Director of IT and Caroline Harding-Jack (CHJ) Safeguarding Officer.
All staff are responsible for ensuring the safety of students and should report any concerns
immediately to the Senior Member of staff shown above.
All learners must know what to do if they have E-Safety concerns and who to talk to. In most cases,
this will be Head of Key Stage or Personal Tutor. Heads of Key Stage will liaise with RC or CHJ as
appropriate. All incidents will be recorded in a log and reported accordingly to the Headmaster.
E-Safety Officer:
The E- Safety Officer is responsible for keeping up to date with new technologies and their use, as well
as attending relevant training. They will be expected to complete, review and update the E-Safety
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Policy and deliver staff development and training. The E-Safety Officer is Mr Ian Rawlings, Senior
Deputy Head.
Students
Learners are responsible for using the School IT systems and mobile devices in accordance with the
School’s Acceptable Use Policy, Mobile Phone Policy, Student Charter and E-Safety Rules.
Students must act safely and responsibly at all times when using the internet and/or mobile
technologies. If a student is worried or concerned, or where they believe an E-Safety incident has
taken place involving them or another member of the School community, this must be reported to the
Head of Key Stage, Personal Tutor or any suitable member of staff.
Staff
All staff are responsible for using the School’s IT systems and mobile devices in accordance with the
Staff Use of Communications Systems.
Staff are responsible for attending staff training on E-Safety and displaying a model example to
learners at all times through embedded good practice.
Any incident that is reported to or discovered by a staff member must be reported to the E-Safety
Officer and/or line manager without delay. (See table on previous page).
Security
Thomas Telford School Governing Body will do all that they reasonably can to protect students’
exposure while using appropriate filters to enable a programme which will not lead to unreasonable
restrictions.
This will be monitored through the filters and monitoring system in place.
Thomas Telford School will do all that it can to make sure the network is safe and secure. Every effort
is made to keep security software up to date. Appropriate security measures include the use of
enhanced filtering and protection of firewalls, servers, routers, work stations etc.
Computer services monitor all internet activity by staff and students.
Multiple levels of safeguarding and E-Safety.
‘Sophos Management Appliance’ which keeps lists of sites and categories of sites which are not to be
permitted and blocks staff/students from accessing these sites. We are able to add / remove sites to
these lists if new threats emerge. The appliance also logs attempts to access suspect sites which we
can use to generate reports.
We also use a product called Impero which allows staff to actively monitor students’ use of the PCs. It
also keeps a log of everything the student does on any PC. In addition, Impero flags
suspicious/worrying activity. The system also automatically takes a screenshot of the activity. Staff use
Impero around the School to monitor their areas. This tool allows them greater control over PC use
and highlights areas of concern/misuse very early.
Email is also monitored by our email appliance. As well as junk filtering the appliance monitors student
email and automatically flags concerning phrases/words to Computer Services.
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Risk Assessment
Risk assessment procedures are in place whenever new technologies are being considered by the IT
team. All software is installed through Computer Services. This includes the use of DVDs.
Behaviour
Thomas Telford School will ensure that all users of technologies adhere to the standard of behaviour
as set out in the Acceptable Use Policy and related policies.
Thomas Telford will not tolerate any abuse of IT systems. Whether offline or online, communications
by staff and students should be courteous and respectful at all times. Any reported incident of bullying
or harassment or other unacceptable conduct will be treated seriously and in line with the student
and staff disciplinary codes.
Where conduct is found to be unacceptable, the School will deal with the matter internally. Where
conduct is considered illegal, the School will report the matter to the police.
Communications
Thomas Telford requires all users of IT to adhere to the strict rule which states clearly all student
mobile phones must be switched off during the school day.
Use of image and video
No image/photographs of students or student based activities should be copied, downloaded, shared
or distributed online. Photographs of activities on the School premises should be considered carefully
and have the consent of RC prior to any usage. Approved photographs should not include names of
individuals without consent.
Personal Information
Any processing of personal information needs to be in compliance with the Data Protection Act 1998.
Any device on which images are stored must be immediately given to Computer Services for approval
and storage. Images must not be shared by staff or students.
Thomas Telford School collects and stores the personal information of students and staff. The School
will keep that information safe and secure and will not pass it on to anyone else without the express
permission of the learner/parent/ carer.
Only names and work email addresses of (senior) staff will appear on the School website. No
staff/students’ personal information will be available on the website.
Staff must keep students’ personal information safe and secure at all times. When using an online
platform, all personal information is password protected. No personal information of individuals is
permitted offsite. Every user of IT facilities is required to log off on completion of any activity, or when
they are physically absent from a device for any period this continues at regular intervals throughout
the student’s lifetime at the School.
All School mobile devices such as a laptop, USB (containing personal data) require to be encrypted,
password protected and signed out by a member of the IT staff before leaving the premises.
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Education and Training
With the current unlimited nature of internet access, it is impossible for Thomas Telford School to
eliminate all risks for staff and learners. It is our view, therefore, that the School should support staff
and learners to stay e-safe through regular training and education. This will provide individuals with
skills to be able to identify risks independently and manage them effectively.
For Students
Year 7
Students and parents/carers attend an induction E-Safety session which takes place at the beginning
of a new School year/during the induction period.
At the Year 7 E-Safety information evening, parents are provided with a range of useful documents
and a check-list for:


E-Safety parents/carers guide to internet – Link to Child net/Cyber bullying

Check list for parents:






What are the risks
Data Removal
Internet Safety
Information on bullying
Mobile phone use

Within classes, students will be encouraged to question the validity and reliability of materials
researched, viewed or downloaded. They will also be encouraged to respect the copyright of other
parties and to cite references properly.
A programme of E-Safety assemblies and information sessions are run throughout the year to ensure
all students are continual aware of potential threats and how to use the internet safely.
For Staff:
Staff will take part in mandatory E-Safety training before beginning a new School year. This will be led
by the E-Safety Officer. Further resources of useful guidance and information will be issued to all staff
following the session made available on the shared area. Each member of staff must record the date
of the training attended on their CPD calendar.
Any new or temporary users will receive training on the School IT system, led by the E-Safety Officer.
They will also be asked to sign the School (staff) Acceptable Use Policy and E-Safety Rule.
Incidents and Response
Where an E-Safety incident is reported to the School, the matter will be dealt with very seriously. The
School will act immediately to prevent, as far as reasonably possible, any harm or further harm
occurring.
If a student wishes to report an incident, they can do so to their Head of Key Stage, Personal Tutor or
other appropriate staff member. Where a member of staff wishes to report an incident, they must
contact their line manager as soon as possible or RC/CHJ.
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Following any incident, the School will review what has happened and decide on the most appropriate
and proportionate course of action. Sanctions may be put in place, external agencies may be involved
or the matter may be resolved internally depending on the seriousness of the incident.
Reporting an E-Safety Issue:

Student / Parent
Issue reported to Personal Tutor /
Head of Key Stage
Matter referred to Safeguarding
Officer or E-Safety Officer

E-Safety Officer –
Action Decided

Consult where appropriate

Safeguarding Officer –
Action Decided

Advise Headmaster on Action
to be taken

Action taken – feedback to parents

E-Safety as a Crime
Students, parents and guardians should be aware of the criminal aspect which relates to a child
publicising, on a social media site or other form of electronic communication, an offensive comment
aimed at another person. If an offensive comment is posted, students have committed an offence
under the Public Order Act 1986 - Section 5 by causing that person harassment, alarm or distress.
A person is guilty of this if:



he/she uses threatening, insulting, or abusive words or behaviour
displays any writing, sign or visible representation which is threatening, abusive or
insulting.

The Age of Criminal responsibility in England and Wales is 10 years old. By posting offensive comments
online, students take the risk of being convicted of an offence which could seriously affect their future.
Further to this, anyone who has or passes on indecent images of someone under 18 is breaking the
law. Both having and distributing these images is an offence under the Sexual Offences Act 2003.
Encouraging or inciting someone to take or send 'sexts' can also be illegal.
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As well as the legal consequences, there are other issues to 'sexting' including the emotional and
reputational damage this can cause.
Feedback and Further Information
Thomas Telford School welcomes all constructive feedback on this and any other School policy. If you
would like further information then please contact our E-Safety Officer Mr Ian Rawlings.

Information and support
www.thinkuknow.co.uk
www.saferinternety.org.uk
www.internetmatters.org
www.pshe-association.org.uk
www.educateagainsthate.com

Appendix 1
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Mobile Telephone Policy

Mobile phones must be switched off on the school site during normal school hours, including lunch
and break times. Mobile phones must not be used to take photographs or videos anywhere in the
school or the area immediately outside the school or on the School Coaches. Failure to comply will
result in the mobile phone being taken off the student and this will then have to be collected by the
parent.

Any attempts to post written comments, video or photo images on free websites, eg, You Tube, which
leads to bullying or humiliation of students or staff, or discredits the school, will be dealt with most
severely and may lead to the student losing their place at the School.

Updated July 2016
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